
Date: April 7, 2014 

To: President King, President Pro-Tem Bennett, City Council, and Citizens of Colorado Springs 

Re: 2013 Accomplishments Report 

The Office of the City Auditor accomplished much in 2013.  For the first time in several years, we 
were at full staffing for most of the year.  We published 26 audit reports and completed several other 
projects that did not result in a public report.   

As we prepared for our first External Quality Control Review, the Office of the City Auditor completed 
an internal assessment of our compliance with audit standards.  I am please to inform you that we 
did not identify any material deficiencies in our processes.  The External Quality Control Review, 
which was completed in early January 2014, confirmed that the Office of the City Auditor was in Full 
Compliance with auditing standards.  Like many organizations, we are constantly examining ways to 
become more efficient and effective.   

One major improvement implemented in 2013 was the addition of citizen members on the Audit 
Committee.  These citizen members volunteer their time to help ensure the highest quality audits are 
conducted and audit resources are used wisely. 

Respectfully submitted, 

 
 

Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM 
City Auditor 

For the citizens of the City of Colorado Springs, Colorado   
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The Audit Plan and the Audit Committee 

Featured 2013 Audits 

City Council’s Office of the City Auditor 

“...ensure 

management 

actions have 

been effectively 

implemented.” 

The Police  
Evidence Room 
is audited for  
efficiency and 
accuracy. 

The Colorado Springs Police Evidence Audit 

(report # 13-10) is exceptional for its use of 

charts and graphs to clarify highly complex 

data.  The audit resulted in actionable 

recommendations and important changes to 

evidence storage and disposal procedures.  

The Colorado Springs Utilities e-Commerce 

Audit (report #13-23) reviewed the adequacy 

and effectiveness of controls surrounding 

several areas of e-Commerce activities with 

Colorado Springs Utilities.  We noted a 

weakness in the monitoring of access to 

physical check payment data containing 76 

customer bank information.  Our recom-

mendation helped increase the security related to 

this type of Personally Identifiable Information 

(PII). 

The Colorado Springs Utilities Rate 

Competitiveness Audit (report #13-17) verified 

that rates had been accurately calculated for 

comparison with other Utilities.  We 

recommended improvements to help ensure all 

rate payer classes are considered in future 

comparisons. 

Generally, the Audit Plan is based on a risk 

assessment of potential audits.  Some audits 

are included by mandate from City Code. 

Others, however, are evaluated in response to 

requests that might come from departmental 

management, best management practice 

recommendations, or from an individual citizen 

with a question that merits further investigation. 

Prioritizing and directing when audits happen 

come from the work of the Audit Committee. In 

2013, the committee included Council 

Members Jan Martin and Merv Bennett, 

Citizens Marvin Fiala, Bridget Toelle, and for a 

short time Marvin Strait.  City Auditor, Denny 

Nester works closely with the Audit Committee 

to develop the Audit Plan. The Audit Plan 

describes which audits are in progress as well 

as those scheduled to begin in the next year. 

You can view the Annual Audit Plans at 

ColoradoSprings.gov/OCA, then click on the 

Audit Plan link. 

5 volunteers on the 
audit committee 

Who decides 
what needs to 
be audited? 

recommendations for 
improving processes 

The mission of the Office of the City Auditor is 

to provide City Council with an independent, 

objective, and comprehensive auditing program 

for operations of the City. Our auditing program 

includes: 

Evaluating the adequacy of financial controls, 
records, and operations 

Evaluating the effectiveness and efficiency of 
organizational operations  

Providing Council, management, and 
employees objective analysis, appraisals, 
and recommendations for improving 
systems and activities 

The Office of the City Auditor is responsible for 

auditing the systems used by the City of 

Colorado Springs and its enterprises, including 

Colorado Springs Utilities. We perform a variety 

of audits for these entities, including financial 

audits, performance audits, contract audits, 

construction audits, and information system 

audits. We also perform follow-up on a periodic 

basis to monitor and ensure management 

actions have been effectively implemented. 

13   professional auditors 

http://www.springsgov.com/units/cityauditor/files/2013/13-10%20Police%20Evidence%20Audit%20FINAL.pdf�


The Office of the City Auditor operates a fraud 

hotline inviting employees and the public to report 

suspected fraud, waste, or abuse of City, Utilities, 

or Airport resources.  Waste and abuse can 

include improper or misuse of authority, property, 

equipment, or records; waste of public funds or 

other irregularities. Fraudulent acts might include 

misappropriation of funds, accepting or seeking 

anything of material value from consultants, 

contractors, or vendors, stealing City property, 

disclosing confidential information to outside 

parties, or profiteering as a result of insider 

knowledge of City activities.   

Taking care of business 

Fraud hotline 

Anonymous online reporting at ColoradoSprings.gov/fraudreporting.  

The telephone hotline’s caller ID has been disabled to allow for 
anonymous reporting.  719-385-ADTR. 

The hotline PO Box provides another way to anonymously report 
fraud, waste and abuse. Address mail to:  
 Denny Nester, City Auditor 
 P.O. Box 2241 
 Colorado Springs, CO 80901 

E-mail is not anonymous, but may be sent to: 
 CityAuditManagement@springsgov.com  

 

28 referrals regarding suspected fraud 

The Office of the City Auditor is divided into three 

groups:  Financial, Performance, and Information 

Technology.  Below is a list of the audits completed by 

each group in 2013. 

Financial Group Audits:  Utilities Rates Audits to 

include—Electric Cost Adjustments, Gas Cost 

Adjustments, Electric Rates, Gas Rates, Expansion 

Tariffs, and the Drought Response Tariffs; City 

Purchasing Cards; Pikes Peak—America’s Mountain 

ARAMARK Contract Compliance;  Utilities Billing; 

Utilities Rate Competitiveness; City Investments; Utilities 

Payroll; City Procurement; Utilities Annual Monitoring of 

Executive Limitations 4-Asset Protection & 7-Financial 

Condition and Activities at Utilities; Utilities Debt 

Management; and Utilities Coal Purchases. 

Performance Group Audits:  Annual Follow-Up on 

Prior Year Findings; Community Solar Gardens Pilot 

Program and RFP Compliance; Monitoring the Southern 

Delivery System Construction; Utilities Natural Gas 26 audit reports issued  

Hedging Program; Police Evidence Unit; and the Annual 

Monitoring of Executive Limitation 11-Enterprise Risk 

Management at Utilities. 

Information Technology Audits:  Utilities Maximo 

Application; Utilities e-Commerce; City Database Security; 

and Airport Network Review. 

In addition to the audits that result in public reports, we 

performed other projects that did not result in a report.  For 

example, we assisted the external financial auditors of both 

the City and Colorado Springs Utilities.  Our Information 

Technology staff monitored the implementation of new 

systems and system changes to help ensure adequate 

controls were incorporated.  We attended City Council, 

Utilities Board, and other committee meetings to monitor 

activities and provide assistance when appropriate. 

A Duty to Report (ADTR)  

http://www.springsgov.com/fraudreporting�


Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM, City Auditor  

Jacqueline Rowland,  CPA, CFE, PMP, Assistant City Auditor 

Janet DeGras, Notary Public, Administrative Technician 

Sally Barber, CPA, CFE, Financial Audit Supervisor 

Vickie Classen, CGAP, CPA, CIA,  Performance Audit Supervisor 

Dale Rickard,  CISA, CDP, IS Audit Supervisor 

Shawn Alessio, CFE, Auditor  

Jennifer Carpenter. CPA, CFE, Auditor  

Natalie Lovell, Auditor  

Patricia Nashleanas, MBA,  MSA, CPA, CIA, Auditor  

William Patterson, Auditor  

Robyn Shaw, CPA, CFE, Auditor  

Mark Stidd, MSMI, CISA, IS Auditor 

 

Staffed for success 

Peer reviews 
Our audits are conducted in a manner that 

conforms with the International Standards 

for the Professional Practice of Internal 

Auditing, a part of the Professional 

Practices Framework promulgated by the 

Institute of Internal Auditors (IIA). As a 

means to verify this conformance, the 

Association of Local Government Auditors 

coordinates peer reviews of government 

audit offices. The Office of the City Auditor 

participates in the reciprocal process 

whenever practical.  In 2013, Jacqueline 

Rowland participated in a peer review of 

the Internal Audit Office for Pinal County, 

Arizona, and Sally Barber participated in 

a peer review of the City of Sacramento, 

California, City Auditor’s Office. Our 

office was reviewed in early 2014.  We 

were found to be in Full Compliance with 

IIA audit standards. 

Contributing to professional organizations 

7  Certified Public Accountants 

6  Certified Fraud Examiners 

2  Certified Information Systems Auditors 

4   Advanced Degrees 

1   Project Management Professional 

150+ combined years of professional  
accounting and auditing experience 

Most of the staff in the Office of the City 

Auditor participated in one or more local 

professional organizations, and some 

served in leadership roles.  Included among 

them,  Shawn Alessio, Robyn Shaw, 

Jennifer Carpenter, and Patricia 

Nashleanas served on the board of the 

Association of Certified Fraud Examiners;  

Jacqueline Rowland served on the board of 

the Colorado Springs Chapter of the 

Institute of Internal Auditors and the 

Mountain/Plains Intergovernmental Audit 

Forum;  Vickie Classen participated on 

the Association of Local Government 

Auditors Professional Issues 

Committee;  Sally Barber serves on the 

board for the Colorado Springs Chapter 

of Institute of Internal Auditors;  Denny 

Nester serves as Treasurer on the 

board for Colorado Springs of Teen 

Court. In 2013, Denny also served on 

the national board for the Association of 

Local Government Auditors. 


	For the citizens of the City of Colorado Springs, Colorado  

	2013 Office of the City Auditor 

	Annual Accomplishments

	The Audit Plan and the Audit Committee

	Featured 2013 Audits

	City Council’s Office of the City Auditor

	The Police 

	Evidence Room is audited for 

	efficiency and accuracy.

	Who decides what needs to be audited?

	Taking care of business

	Fraud hotline

	Staffed for success

	Peer reviews

	Contributing to professional organizations



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



